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Since version 4.0, SiteAudit has included the ability to create reports from any SiteAudit view
and publish the reports to a web site so that users can view reports using a browser. This
article describes how to prepare for a Reporting Web site installation and how to troubleshoot
basic IIS issues related to the Reporting Web site.

Feature Overview

The Reporting Web site is a new feature available since SiteAudit 4.0 that allows users to obtain
SiteAudit reports over the Intranet or Internet. The Reporting Web site is an ASPX site installed
on Microsoft IIS 6 or IIS 7. Authorized users can publish reports to the Reporting Web site
directly from the SiteAudit Viewer and the reports can be accessed over the Web using Internet
Explorer 7 or greater. Although the Reporting Web site runs perfectly on other browsers, only
Internet Explorer is supported.

Figure 1 shows an example of the default Reporting Web site.

Figure 1 —Netaphor SiteAudit Reporting Web site

__ Netaphor SiteAudit ™
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ite > My Reports > Indident History

[ Reparting Web site
[ My Reports
Assessment Details

Consumables
Host Analysis
Incident History
Inventory

Job Analysis
Lifetime Counters
Problem Analysis
SLA Aalysis
Volume Analysis

General Incident History PDE XML XS CSV RIE 4/23/2010 5:00 PM
HP Service Errors PDF XML HTML XS CSV RTF 4/23/2010 5:00 PM

Incident History Critical Errors Field Training PDF XML HTML XS CSV RTF 4/23/2010 5:00 PM

Incident History Critical Errors PDE XML HTML X5 CSV RTE 4/23/2010 5:00 PM

Incident History Device Status Error PDE XML HIML XS CSV RIE 4/23/2010 5:00 PM

Incident History Paper Jams PDF XML HTML XS CSV RITF 4/23/2010 5:00 PM
Incident History Response Time Greater Than 4 Hours PDF XML HTML XS CSV RTE 4/23/2010 5:00 PM

Incdent History Toner Low PDE XML XS CSV RIE 4/23/2010 5:00 PM
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Preparing for the Reporting Web Site Deployment

The Reporting Web site is an ASPX site that runs on 11S6 or 1IS7. The following sections describe
how to configure IIS to work with the Reporting Web site

Prerequisites
To install and setup the reporting web site you will need the following:

1) SiteAudit v4.0 or later software

2) MS SQL Database Local or separate machine with access credentials
3) Internet Information Server (11S) 6 or 7 or later

4) SiteAudit database

If a SiteAudit database does not already exist, it is recommended that a database be created
using Microsoft SQL Management Studio.

Host Platform Support
Windows Vista/Windows 7 or Server 2003/08

Note: Windows XP and XP Pro are not supported by IIS 6 or 7
Viewing Platform

Browsers running on Windows XP/Vista/Windows 7 or Server 2003/08. Only IE7 and 8 are
tested for compatibility although the Reporting Web site can be viewed using other browsers.
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IIS 6 Installation

Prior to installing the SiteAudit Reporting Web site, IS must already be installed. This section
will describe the basic IIS components that need to be installed for correct functioning of the
Reporting Web site (RWS).

1. Toinstall lIS, select Add/Remove programs from the Control Panel.
2. Select Add/Remove Windows Components from the buttons on the left panel

K Add or Remove Programs _ O}

Currently installed programs: [~ Shaw updates :

3. Select Application Server and click the Details... button

Windows Components Wizard [ x|

Windows Components
“You can add or remove components of Windows,

Tao add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click
Details.

LComponents:
(=) Accessaries and Utilties

Application Server

[ [#8 Certificate Services 1.8 MBE
[C] 9 E-mail Services 1.1 MEB
[ ¢4 F ax Servines 7 amMR LI

Description:  Includes ASP.MET, Intemet Information Services [[15), and the
Application Server Conzole.

Total dizk space required: 121 MB Details |
Space available on disk: 53965.7 MB —

< Back I Mext > I Cancel | Help |
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4. Make sure the boxes next to ASP.NET and Internet Information Services (lIS) are checked.
Select Internet Information Services (lIS) and click the Details... button

Application Server

To add or remove a component, click the check box. A shaded box meansz that only part
aof the companent will be installed. To gee what's included in a component, click Details.

Subcomporents of &pplication Server:

B& Application Server Conzale 0.0rE ;I
W] By ASPNET 0.0 ME
@ Enable network, COk+ access 00kE
O @ Enable network, DTC access 0.0 ME

% YE Intemet Information Ser (5] 27 4 ME

[ =2 Message Queding 7.0ME

[~

Dezcription: 115 Includes Web, FTP, SMTP, and MNTP support, along with support
for FrontFPage Server Extenzions and Active Server Pages [A5FP).

Tatal dizk zpace required: 14.8 MB Dietails, |
Space avallable on digk: 124846 3 MB

] I Cancel |

5. Check the boxes next to Internet Information Services Manager and World Wide Web
Service. Select World Wide Web Service and click the Details... button

Internet Information Services {II5) E3

To add ar remove a compaonent, click the check box. A shaded box means that only part
aof the companent will be installed. To zee what's included in a component, click Details.

Subcompanents of Intemet [nformation Services [I15];

O @ FrontPage 2002 Server Extenzions 146 ME ;I
t%] Internet Information Services Manager 1.2MBE
[ @ Irternet Printing 0.0ME
(] EEaNNTP Sarvice 1.0MB
[ A SMTP Service 1.2 ME

':_' Wwiorld ‘wide Web Service 2.0 ME

Descrption: A core companent of 115 that uses HT TP ta exchange infarmation with
YWeb clientz on a TCPAP netwark.,

Total dizk space required: 14.8 MB
Space available on dizk: 1243453 MB

k. Cancel
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6. Make sure World Wide Web Service is checked and click the OK button to close the dialog.

world Wide Web Service | |

To add or remove a companent, click the check bow. A shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.

Subcamponents of 'Warld Yide Wweb Service:

[ |=]Intemet D ata Connector 0.0ME ﬂ

[l Ei Remate Administration [HTRL] 5.7 MB

[] g Remate Desktop web Connection 0.4 ME

[1 |#] Server Side Inchudes 0.0 MB

[ |=] webDAY Publishing 0.0 KB
Cwhorld Wide Web Service

Dezcrption: A core component of [15 that ugez HT TP o exchange infarmation with
“Web clients on a TCPAP network.

Total disk zpace required: 2.0mE el
Space available on dizgk: B0573.9 kB

4 Cancel

7. Close the dialogs and begin the installation of IIS. This often requires the operating system
installation disk or access to the OS i386 folder.

It is safe to install the SiteAudit Reporting Web site after IIS has been installed. The following
section describes how to configure IS to work with the Reporting Web site.
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IIS 6 Configuration for the Reporting Web Site

This section describes how to configure IS to work with the Reporting Web site. Prior to
installing the Reporting Web site, 1IS must already be installed. Refer the section, /IS 6
Installation, for instructions on installing Internet Information Services (l1S).

1. Install the SiteAudit Reporting Web site. Refer to section, Installing the Reporting Web
Site, for instructions.

2. Open Internet Information Services (IIS) Manager from the Control Panel >
Administrative Tools.

3. Expand the local computer and select Web Service Extensions.

t Internet Information Services (IIS) Manager M=l E3
¥9 Fle Action Wiew ‘indow Help |_|ﬁ||ﬂ
¢ | EEFRER | 2®E 2y 50

-Fg Internet Information Services
=8 KSIISETEST (local computer)
=+ Application Pools

. Web Service Extensions

i £ | Web Service Extension | Status |
“i"" DeFauItAppF’noI SF all Urknown CGI Extensions Prohibited
e MSSharePomtA?pPool Alla SF Al Urknown TSAPT Extensions Prohibited
B --%V.,-bR?:ort|ngWebS|te.C\ppP00I Prahibit Ackive Server Pages Prohibited
=+ eb Sites
ot . _ Tonmt | 38 AsP.MET v1.1,432 Allowed
E--g Default Weh Sike - s “ A
i bin Properties t ASPMET w2 727 Allowwed
? Eep;rtingWebSite FrontPage Server Extensions 2002 Prohibited
- aspnet_clisnt Tasks Inkernet Data Connector Prohibited
Server Side Includes Prohibited
webDav Prohibited
B _wki_enf I add & new Web service extension. ..
[ _wti_log
) _wi_pwt E allow all Web service extensions for a
J _vti_script specific application...
-"J bt . N & prohibit all web service extensions
[]--g Microsaft SharePoint Adrmini
----- _ | Web Service Extensions @ Open Help
1] | ﬂ Extended 4 Standard 7

1. Make sure that the status for ASP.NET v1.1.4322 and ASP.NET v2.0.50727 is Allowed. The
Reporting Web site requires ASP.NET v2.0.50727. If this component is not present in the

Web Service Extensions, run the following command from a DOS prompt:
On 32-bit systems: C:\WINDOWS\ Microsoft. NET\Framework\v2.0.50727\ aspnet_regiis —i
On 64-bit systems: C:\WINDOWS\ Microsoft. NET\Framework64\v2.0.50727\ aspnet_regiis -i
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2. Configure the Reporting Web site virtual directory. From the IIS Manager, right-click on
the ReportingWebSite (located under the Default Web Site) and select Properties.

ReportingWebSite Properties E3
HTTP Headers Custam Errors I &5P MET
Wirbual Direckory Docurients I Directary Security

The content For this resource should come From:

&' A direckory located on this computer?

A share located on another computer
A redirection to a URL

Local path: I C:\Program Files\MetaphorisiteduditiRe Browse, .. |
r Script source access v Log wisits

¥ Read ¥ Index this resource

[ write

™ Directory browsing

Application settings

Application name: I RepartingWebaite Remove

Skarking poink: <Defaul web Site =\Repo. ..
Configuration...

Execube permissions: IScripts only

al

[~
application pool: IRepurtingWebSiteAppPDul j Lnload

Ok I Cancel | G, I Help |

3. Select the ASP.NET tab and confirm that the ASP.NET version is 2.0.50727

ReportingWebsite Properties ﬂ B
Wirtual Direckaory I Documents I Directory Security |
HTTF Headers I Custom Errors ASP.NET

ASP.NET version T |

Wirkual path: I IReportingwebSite
File location: I Z:\Program Files\Metaphor!SiteAuditi Reporting
File creation date: I 4/29/2010 6:03:32 PM
File last modified: I 5/25/2010 12:15:58 PM
Edit Configuration, .. |

ik I Cancel fpply | Help
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4. Select the Documents tab and make sure that Enable default content page is checked and
that the Default.aspx is included in the list

Reporting¥ebsSite Properties EE
HTTP Headers | Custom Errors I A5P . MET
Yirtual Directory Documents | Direckory Security

—I¥ Enable default content page:

Defaulk, aspx

Default. hkm Add...
Defaulk, asp

indes, hkm Remove |
iisskart. hkm —

Mave Uo Mowe Down |

—1 Enable dacument Fooker

Append an HTML Formatted Footer to every document vour Wieb
server returns,

I Browse, .. |

uls I Zancel | Apply | Help |

5. Select the Directory Security tab and make sure that Enable anonymous access is not

checked and that Integrated Windows authentication is checked
Authentication Methods

1 Enable anonymous access:

Use the following Windows user accounk For anonymous access:

User name: I IUSR_WINO3SYML Browse, ., |

Passwiord: I [TITITIIIT]

rAuthenticated access
Far the Following authentication methads, user name and password
are reguired when:

- anonymous access is disabled, or

- access is restricked using NTFS access control lisks
v Integrated Windows authenkication
[ Digest authentication For Windows damain servers
[ Basic authentication (password is sent in clear kext)

[~ MET Passpart authentication

Default darmain: I Select, |
Realm: I Select,,, |

(0’4 I Cancel | Help |
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Configuring IIS 6 to Resolve Double Hop

If the SQL database is located on a machine other than the machine where the Reporting Web
site is hosted, then a double hop problem can occur when using Windows authentication.
Essentially, this means the credentials supplied by the client browser make it to the IIS server,
but are not passed to the SQL server.

To resolve the double hop problem, one must configure the Reporting Web site application
pool to use domain credentials that have access to the SQL server database. Users can then
connect to the Reporting Web site using their own domain credentials. However, the Reporting
Web site application will use the credentials supplied in the Application Pool when
communicating with the SQL server. This section describes how to configure IIS 6 to work
around the double hop problem.

Configure the Application Pool

Open the Internet Information Services (lIS) Manager

Expand the local computer and Application Pools nodes

Right-click on the ReportingWebSiteAppPool node and select Properties

Select the Identity tab

Select the Configurable radio button and enter the domain credentials that has access to
the remote SQL server database, then click the OK button

vk wN e

ReportingWebSiteAppPool Properties [ 7]

Recydling I Perfarmance I Health Identity |

—Application pool identity

Select a security account Far this application poal:

" Predefined INetwork Service j

' Configurable

User name: I netaphorikstoutzenberger Erowse |

Password: I [ITTTITITITIT]

K I Cancel Apply Help
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Add Application Pool user to the IIS_WPG group

1. Select Computer Management from the Control Panel > Administrative Tools
2. Expand the System Tools and Local Users and Groups nodes

3. Select the Groups folder and double-click the IS_WPG group

4. Add the user specified in the Application Pool

1IS_WPG Properties [ 7

General |

g I5_wPG

Diescription: |IIS Wworker Process Group

tembers:

E Adrninistraton

3 rwiah_0A2K3NSE

" % NE TAPHORStoutzenberger
€7 NT AUTHORITYSMETWORK SERVICE (3-15-20)
€5 NT AUTHORITYASERVICE (5-1-5-6)

€7 NT AUTHORITYASYSTEM (5-1-518)

Add... | Remaoyve |

QK I Cancel Apply
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Force NTLM Authentication

Forcing NTLM authentication allows users to log onto the Reporting Web site using the site DNS

name. This is typically only required if the server where IIS is installed does not do DNS or WINs
resolution.

1. Open the Internet Information Services (IIS) Manager
2. Righ-click on the local computer and select Properties
3. Select Enable Direct Metabase Edit check box, then click OK

KSIIS6TEST (local computer) Properties EH

Internet Information Services |

Allows wou ta edit the 115 metabase configuration file while 115 is
running.

 UTF-8 Logging

Allows IIS to write log entries using UTF-8 encoding instead of local
code page.

™ Encode Web logs in UTF-8

~ MIME kypes

o 115 serves only files with extensions
registered in the MIME tvpes list, To LENALE RS, |
244l configure additional file extensions,
click MIME Types.

OF I Cancel Apply Help

4. Using Notepad, open MetaBase.xml document located at
%systemroot%\system32\inetsrv

5. Locate the section <lISWebServer> and add the following property and value:
NTAuthenticationProviders="NTLM"

Example
<lIsWebServer Location ="/LM/W3SVC/1"
AppPoolld="DefaultAppPool"
DefaultDoc="Default.htm,Default.asp,index.htm,iisstart.htm,Default.aspx"
NTAuthenticationProviders="NTLM"
ServerAutoStart="TRUE"
ServerBindings=":80:"
ServerComment="Default Web Site"
ServerSize="1">
</llIsWebServer>

6. Save and close the MetaBase.xml file
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Disable Impersonation

1. Using Notepad, open the web.config file for the Reporting Web site. This file is located
in the root folder of the site, typically installed at C:\Program
Files\Netaphor\SiteAudit\ReportingWebSite

2. Locate the identity tag and set impersonation to false.

<identity impersonate="false" />

Reset IIS

Once all of the above steps have been executed for the IS 6 double hop work-around, reboot

the machine or reset lIS. To reset IIS, simply type the command, iisreset into the command
prompt. This will stop and restart the IIS service.
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Installing the Reporting Web Site on IIS 7

The following instructions indicate the components that must be installed on 1IS 7 to support
the Reporting Web site. If the IS server is installed on Windows 2008 Server, please see the
instructions for, Installing the Reporting Web Site on IS 7 (Server 2008), in the following section.

1. Install lISif it has not already been installed. The Reporting Web site component will be
disabled in the SiteAudit installer if IIS has not been installed.

2. Add Windows Features if they have not been installed already.

a. Add the "lIS Metabase and IIS 6 configuration compatibility" windows feature if it has not
been added already.

Wiindours Features = | o=
Turn Windows features on or off @

To turn a feature on, selectits check box To turn a feature off, clear its
check box, &filled box means that anly part of the feature is turned an,

=] 0 Internet Information Services -

[T] 1) FTP Publishing Service

= . WWeb Managernent Tools

= @ | 056 Management Cormpatibility

. 056 Management Consale
. 056 Scripting Tools
;OS5 6 WM Cornpatibility
W05 Metabase and IS 6 configuration compatibility 84

m |

el

[ ok || cancel

b. Security Features.

Add the "Windows Authentication" windows feature if it has not been added already.

Windows Features =n | Noh <
Turn Windows features on or off (7]

To turn a feature on, selectits check box To turn a feature off, clear its
check box & filled box rmeans that only part of the feature is turned on,

=] L Security -
., Basic Authentication

| Client Certificate Mapping &uthentication
| Digest Authentication

) O3 Client Certificate Mapping Authentication |:
TP Security

. RequestFiltering
. URL Authorization
0 “Windows Suthentication -

EOoEOOOOO




c. ASP.NET Feature.

Add the "ASP.NET" windows feature.

Windows Features El
Turn Windows features on or off @

To turn a feature an, select its check box. To turn a feature off, clear its
check box, A filled box means that anly part of the feature is turned an,

= . Internet Information Services -
[]. ., FTP Publishing Service
. Web Management Tools
= [ | vorld wide Web Services
= [H |, Application Developrnent Features
. MET Extensibility
[T asp

]

-

[ ok || cancel |

3. If Windows Firewall is disabled, this step can be skipped. If Windows Firewall is enabled, HTTP
must be allowed through the firewall. In the Exceptions tab, make sure that "World Wide Web
Services (HTTP)" is checked.

ﬂ' Windows Firewall Settings
Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the Firewall,

windows Firewall is currently using settings For the private nebwark location.
What_are the risks of unblocking a programy

To enable an exception, select its check box:

Program or port

[ 5ecure World ‘Wide 'Web Services (HTTRS)

I sMMP Trap

[ windows Collaboration Computer Mame Reqistration Service
[ Windows Firewall Remoke Management

[ Windows Management Instrurmentation (WMI)

Ovwindows Media Player

[ wWindows Media Player Nebwork Sharing Service

[ 'Windowes Meeting Space

[ windows Peer ko Peer Caollaboration Foundation

[ windows Remote Management

[ wireless Portable Devices

world Wide Web Services (HTTP) —

m

[.ﬂ.ddprngram... ][ Add part... H Properties ] Delete

Makify me when Windows Firewall blocks a new program

[ a4 J’ Cancel l apphy
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Installing the Reporting Web Site on IIS 7 (Server 2008)

Installing the Reporting Web Site on IIS 7 running on Windows Server 2008 is slightly different
than when it is running on Windows Server 2003 or Vista. This section describes the
configuration requirements for running the Reporting Web site on Windows Server 2008.

Install 1IS if it has not already been installed. The Reporting Web site component will be
disabled in the SiteAudit installer if IIS has not been installed.

2. Install the following Role Services if they have not been installed already.

From Control Panel's "Programs and Features", click on "Turn Windows features on or off". The
Server Manager window will open. In the tree, select Server Manager - Roles - Web Server (11S).

E,_ Server Manager

- (0]
File  Action Wiew Help
e xmH
_Eﬁlh Server Manager (QAZKSIIST) Web Server (IIS)
= 3 Rales _—,—_—_  — —————
'@fj Web Server (I15) b
Features Pravides a reliable, manageable, and scalable Web application infrastructure.
Diagnostics r
-ﬁ}' Configuration Pool specific Access Control Entries will not work, :I
55 sStorage
(~) Role Services: 23 installed Eﬁfa &dd Role Services -
Role Service I Statis I jg Remove Role Services
& Web Server Installed
L‘Q'J, Common HTTP Features Installed
= -
Static Content Installed
=]
& P reeionoa |
o~
. Last Refresh: 4/5/2010 2:38:09 PM  Configure refresh

Click on the "Add Role Services" link to the right to open the "Add Role Services" window.
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a. Ensure that the following Common HTTP Features are enabled

Add Roles Wizard

Select Role Services

Before You Begin
Server Roles
Web Server (IIS)

Confirmation

Progress

Results

Select the role services to install for Web Server (II5):

Role services:

= [E web Server
= [E Common HTTP Features
ent|
Default Document
Directory Browsing
HTTP Errors
[ HTTP Redirection
|E| Application Development
|E Health and Diagnostics
& security
|E Performance
|E Management Tools
[] FTP Publishing Service

More about role services

Description:

Static Content allows the Web server
to publish static Web file formats,
such as HTML pages and image files.
Use Static Content to publish files on
your Web server that users can then
view using a Web browser.

< Previous | Next > I Install Cancel

b. Install the "lIS 6 Metabase Compatibility" role service if it has not been installed already.

Add Role Services

Select Role Services

Confirmation

Progress

Resulks

Select the role services to install for Web Server (II5):

Role services:

| web Server (Installed)
= [E Management Tools (Installed)
115 Management Consale {Installed)
[] 115 Management Scripts and Taols
[] Management Service

[] 115 & WMI Compatibility

[[] 115 & Seripting Tools

D 115 & Management Consale
["] FTP Publishing Service

More shout role services

<= Preyious)

= [E 115 & Management Compatibility {Installed)

Drescription:

115 & Metabase Compatibility provides
infrastructure ko query and configure
the metabase so that you can run
applications and scripts migraked From
earlier wersions of I15 that use Admin
Base Objeck (ABO) or Active Directary
Service Interface (ADSI) APIs,

[t = Install | Cancel I
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b. Install the "Windows Authentication" role service if it has not been installed already.

Add Role Services

(
% Select Role Services

Select the role services ta install For \Web Server (115}
Confirmation Role services: Diescription:

Windows suthentication is & low cost

Progress
& [ web Server {Installed) authentication solution For internal
Results G Common HTTP Features (Installed) Web sites. This authentication scheme
[T Application Development {Installed) allows administrators in a Windaws
[E Health and Diagnostics {Installed) domain to take adwantage of the
= [E Security (Installed) domain infrastructure for

authenticating users, Do not use
2 o Windows suthentication if users whao
tion {Installed) must be authenticated access your
[[] Digest futhentication Web site From behind firewalls and
[] client Certificate Mapping Authentication PrOKY SEFVERS,
[] 115 Client Certificate Mapping Authentication
[[J URL Awtharization
Request Filkering (Installed)
D IF and Domain Restrictions
[E Performance (Installed)
[E Management Tools (Installed)
[] FTP publishing Service

[] Basic Authentication

More: sbout role services

< Breyious | [dext = | Install | Cancel I

1. Install the "ASP.NET" role service if it has not been installed already.

Add Role Services

Select Role Services

Select the role services ta install For \Web Server (115}
Confirmation Role services: Diescription:
Progress =) |0 Web Server (Installed) ASP.NET provides a server side object
oriented programming environment
Resulks |E| common HTTP Features (Installed) For building ‘Web sites and Web
applications using managed code.
ASP.NET is not simply a new version
of ASP. Having been entirely re-
architected to provide a highly
productive pragramming experience
based on the .WET Framework,

ISAPT Extensions (Installed) ASP.NET provides a robust
ISAPI Filters (Installed) infrastructure For buiding web
[] server side Includes applications.

[E Health and Diagnostics {Installed)
[E security (Installed)
|E Performance (Installed)

[E Management Tools (Installed)

[ FTP Publishing Service

More: sbout role services

< Breyious [dext = Install | Cancel I
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3. If Windows Firewall is disabled, this step can be skipped. If Windows Firewall is enabled, HTTP
must be allowed through the firewall. In the Inbound Rules, make sure that the "World Wide Web
Services (HTTP Traffic-In)" rule is enabled
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6. Enable the ASP.NET v2.0.50727 service extension.
Open the Internet Information Services (11S) Manager. Click on the "Web Service
Extensions" node. Verify that the extension "ASP.NET v2.0.50727" exists and the status
is set to "Allowed".

If it does not exist in the list, run the following command from a DOS prompt:

On 32-bit systems: C:\WINDOWS\ Microsoft. NET\Framework\v2.0.50727\ aspnet_regiis -i
On 64-bit systems: C:\WINDOWS\ Microsoft. NET\Framework64\v2.0.50727\ aspnet_regiis -i

17, Internet Information Services (I1S) Manager =]
¥3 File  Action  Wew Window Help ‘ -8 =]

= E RN

?5 Internet Information Services
E|----l_|9 QAZEZIISE (local computer)

. Web Service Extensions

_J Application Pools ; | Web Service Extension | Status |

—-J Wb Sites “F Al Unknown CGI Extensions Prohibited
g /o0 Sor i P, “F Al Unknown ISAPT Extensions Prohibited
S 9 Active Server Pages Prohibited

& % ASP.MET w1.1.4322 Allowed

Properties % ASP.MET +2.0,50727 Allowed

- % FrontPage Server Extensions 2002 Allowed
@ Inkernet Daka Connector Prohibited
Tasks @ Server Side Includes Prohibited
%] webDay Prahibited

I add & new Web service extension...

2 allow all web service extensions for a
specific application...

I prohibit all weh service extensions

a9 Cpen Help

Extended ,{ Standard _,l"
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Securing Reporting Web Site Folders

By default, all users who have access to the Reporting Web site can see all folders and reports
that exist. It is possible to limit access to the Reporting Web site folders to specific users and
deny access to others. Folders are invisible to users who are denied access to them and visible
to those who are permitted access. The folder security is handled in the web.config file located
in the root folder of the Reporting Web site.

There is a section in the web.config called “location.” This is where the administrator can
define the path (the RWS folder) that requires special access privileges. A common technique
is to create groups and assign users to the specific groups. Then allow or deny folder access to
one or more groups. It is acceptable to allow or deny folder access to individuals as well.

In the example below, only users in the specified group will see the Inventory folder in the
Reporting Web site. It will be hidden for all other users. Additionally, one can define specific
users in the group who can access to the folder. An example user is: domain/username

<location path="MyReports/Inventory">
<system.web>
<authorization>
<allow roles="RWSInventoryUsers" />
</authorization>
</system.web>
</location>

In the above example, the RWSInventoryUsers group contains the list of users who are
permitted to view reports in the MyReports/Inventory folder. The Inventory folder will be

hidden for all users who are not a member of the RWSInventoryUsers group.

This KB article provides additional details http://support.microsoft.com/kb/316871
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System Configuration Scenarios

There are various ways in which the SiteAudit components can be distributed between
machines. For instance, the SiteAudit Viewer and monitoring may run on one machine but the
SiteAudit database may be hosted on a remote server. Additionally, the Reporting Web site can
be installed on yet another server. It is also possible to install SiteAudit, the database, and the
Web site on the same machine. This section explains these different scenarios.

When configuring the environment for SiteAudit, all please make sure of the following:

e The SQL database can be accessed from the machine where the SiteAudit Viewer is
installed.

e The SQL database can be accessed from the machine where the SiteAudit Monitoring
runs.

e The SQL database can be accessed from the machine where the Reporting Web site runs

e The Reporting Web site can be accessed from the machine where SiteAudit Viewer is
installed and from a remote client browser

e The SiteAudit schema must be the same for the SiteAudit Viewer, SiteAudit database,
and the Reporting Web site for proper functionality. Reports cannot be viewed in the
browser if the database has a different schema than the Reporting Web site.

When viewing web reports on the same machine that is hosting the Reporting Web Site, either run the
web browser as administrator, or disable Protected Mode for Intranet Settings.

Scenario #1
The SiteAudit Viewer, SQL server, and the Reporting Web site are hosted on the same machine.

Viewer
SQL Server
Website

Scenario #2

SiteAudit Viewer and SQL server are installed on the same machine. The Reporting Web site is
hosted on a separate machine.

Viewer Website
SQaL Server ™™
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Scenario #3

SiteAudit Viewer and the Reporting Web site are on the same machine. The SQL server is
hosted on a separate machine.

Viewer
Website [ |SQL Server

Scenario #4

The SiteAudit Viewer is installed on one machine and both the SQL server and Reporting Web
site are hosted on a separate machine.

Viewer Website
== SQL Server

Scenario #5

The SiteAudit Viewer, the SQL server, and the IIS server hosting the Reporting Web site are all
hosted on separate machines.

Viewer Website SQL Server

If Windows authentication is used and the credentials are not properly passed to the SQL server
database, then a message may appear informing that the credentials are passed using an
insecure mechanism. If this issue occurs, refer to the double-hop problem in the
troubleshooting section located at the end of this document.
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Troubleshooting IIS and Reporting Web Site Issues

This section provides troubleshooting tips for configuring IIS for the Reporting Web site. The
first section deals with a general authentication error and the following sections deal with 11S6
and 11S7 issues.

Reporting Web Site Option Disabled in Installer

If 11S has not been installed on the machine where the installer is run, then the option to install
the Reporting Web site will be disabled. Users must first install IIS prior to installing SiteAudit if
the Reporting Web site is to be installed.

Page Cannot Be Found

Typically if the page cannot be found, there could be a couple different problems.
1. Confirm that the Firewall is configured to allow the port on with the Reporting Web site
is running to pass. Typically this is port 80.
2. Verify that the Default.aspx page is in the list of content pages. This setting can be
found in the web site properties, Documents tab.
3. Confirm that the web site is configured with ASP.NET 2.0.50727

Service Unavailable

The service unavailable error typically occurs when the user specified in the application pool
identity is not a member of the 1IS_WPG group. To resolve the issue, add the application pool
user to this group.

Web.config Error when Loading Page

If a standard ASPX error page is displayed when loading a page and it references a problem with
the web.config file, then it is likely that the correct version of ASP.NET is not installed. Be sure
that ASP.NET 2.0.50727 is configured for the Web site.
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500 Internal Server Error: Login Failed for Anonymous User

Typically the error below occurs when a user tries to run a report on the Reporting Web site.
This is an indication that impersonation is enabled on the Reporting Web site. Disable
impersonation and confirm that the error no longer occurs.

We're sorry. We are unable to satisfy your request because Login failed for user 'NT
AUTHORITYSANONYMOUS LOGON',

To disable impersonation, open the web.config file and set the identity impersonate to false.
<identity impersonate="false" />

500 Internal Server Error: Login Failed for Computer User

Typically the error below occurs when the application pool identity is set to NETWORK SERVICE
and the SQL server is located on a remote computer. The error can also occur if the user
specified in the application pool identity is not a member of the IIS_USR or IIS_WPG group, in
the case of 1IS 6. Refer to the Double Hop problem to resolve this issue.

We're sorry. We are unable to satisfy your request because Login failed for user '"NETAPHOR\QA-
VISTAG4S',

500.19 Internal Server Error:

This error can occur if there are problems with the web.config file. Typically, the error should
provide a hint to the problem. For example, the following error indicates that the Default.aspx
reference should not be added and indicates that the error exists on line #120. Removing the
entry from the web.config file will resolve this error.

This problem typically occurs when the Reporting Web site is installed BEFORE IIS has been

configured to include the Default.aspx page. To avoid this problem, configure IIS to include the
Default.aspx start page BEFORE installing the Reporting Web site.
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Error Summary

HTTP Error 500.19 - Internal Server Error

The requested page cannot be accessed because the related configuration data for the page is invalid.

ConfigCannot add duplicate collection entry of
Errortype "add® with unigque key attribute "value®
set to 'Default.aspx’

Config Filey\?
\E:yNetaphoryReportingWebSiteyweb.config

Config Source

119: <files>
120: <add value="Defaulk.aspx” Fd
121: <ffiles>

Login Fails When using Web Site DNS Name but Works Using IP Address

Typically when a user is able to log into the Reporting Web site using the IP address but is not
able to log in when using the DNS name, it indicates that NTLM authentication is not being
enforced. Refer to the section, Force NTLM Authentication, to force NTLM authentication.
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404 Error Message

If a 404 error message appears when accessing the Reporting Web site, then make sure the
ASP.NET Web Service Extension for v2.0 is installed. Once it has been installed, run the
command below from the Command prompt.

On 32-bit systems: C:\WINDOWS\ Microsoft. NET\Framework\v2.0.50727\ aspnet_regiis -i
On 64-bit systems: C:\WINDOWS\ Microsoft. NET\Framework64\v2.0.50727\ aspnet_regiis -i

t Internet Information Services (IIS) Manager [_To0=]
¥3 Fle Action Wiew Window Help | N =S

«-» AE PR @@E[2] ) =0

E’Tg Inkernet InFormation Services
= '1-9 QAZKIIISE (local computer)
[ Application Pools

. Web Service Extensions

: 4 I Yeb Service Exbension I Status I

El-J weh Sites S Al Unknown CGI Extensions Prohibited
+ B dnlmeRiee Aol “F &l Unknown 15APT Extensions Prohibited
- Aitive Server Pages Prohibited

ﬂ B ASPMET w1, 1.4322 Alloved

Froperties [% asP.MET v2.0.50727 Allowed

- @ FrontPage Server Extensions 2002 Allowed
Internet Data Connector Prohibited
Tasks Server Side Includes Prohibited
wehDav Prafibited

1 2dd & new Web service extension. .

2 llow ll Web service extensions for &
specific application...

2 prohibit all Web service extensions

9 Open Help

Extended A Standard /

Configure User Access

All users who will access the Reporting Web site must be a member of the IIS_USR group. Itis
possible that users can access the site when not a member of this group but may be limited in

what actions are permissible. Therefore it is recommended to always enter users into the
I1IS_USR group.
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Access to Path Denied

If the Access to path denied error occurs when viewing a report, enable Intranet settings in

Internet Explorer. This can be done by disabling the property, Enable protected mode in the
Intranet settings.

Internet Options l

General | Security |Pri'u'aq-' | Content | Connections | Programs | nd'u'ancedl

Select a zone to view or change security settings.

@ & v O

Internet NI INGLEG=  Trusted sites  Restricted
sites

Local intranet

This zone is for all websites that are

found on your intranet.

Security level for this zone
Allowed levels for this zone: All

Medium-low

- Appropriate for websites on your local network
(intranet)

= - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
= Same as Medinm level withn ".'II.ﬂIIIPE

["|Enable Protected Mode {requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

[ ok || cancel Apply

Images Do Not Appear on Reporting Web Site

If the images do not appear on the Reporting Web site, then the most likely problem is that the
Static Content was not enabled in the Common Http Features.
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x| Inventory

Reporting Web site
Keine Reports
x

X

X Job Analysis

Firma: ISQLExpressj Kunde: ISneAudit ;I Andemn
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X Collapse Reporting Web site Reporting Web site
’ml\&y Reports
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x| Consumables
THost Analysis

X Incident History
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| /% Move Add Change
| %] Problem Analysis
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Ensure that the Static Content is checked as shown below

Add Roles Wizard

" Select Role Services

Before You Begin Select the role services to install for Web Server (115):
Server Roles Role services:
Web Server (II5) = [E] web Server

Progress

Results

= [@ Comman HTTP Features
ent
Default Document
Directory Browsing
HTTP Errors
[ HTTP Redirection
|E application Development
|E] Health and Diagnostics
@ Security
[E] Performance

|E Management Tools
[] FTP Publishing Service

More about role services

Description:

Static Content allows the Web server
to publish static Web file formats,

such as HTML pages andimage files.

Use Static Content to publish files on
your Web server that users can then
view using a Web browser.

< Previous | Next > I Install Cancel
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Error occurred while establishing a connection to SQL Server

This error can occur when web browser intranet settings are turned off, which is the case by
default. To enable intranet settings, click on the yellow warning bar at the top of the web
browser window and select Enable Intranet Settings from the dropdown. The text at the
bottom of the web browser window will change from “Internet | Protected Mode: On” to “Local
intranet | Protected Mode: Off”.

‘€ http:/flocalhost/Reportingeb Site/MyReports/Tnventory/DownloadReport.ashi?re port=General +Invent - Windows Internet Explorer
= ‘ﬂ http:f/localhost/RepartingWeb Site MyReports/Inventory/DownloadReport.ashxfreport=General + " 2] | ‘f‘ X | E Google o "

i Favorites | o5 (@ Suggested Sites v @] Web Slice Gallery

@ httpflocalhost/ReportingWebSiteMyReports/Tn.. || B~ B -2 & v Pagev Ssfsty~ Toolsv @~

x

@ Intranet settings are now turned off by default, Intranet settings are less secure than Internet settings, Click for options..,

Netaphor SiteAudit

We're sorry. We are unable to satisfy your request because A network-related or instance-specific
error occurred while establishing a connection to SQL Server. The server was not found or was not
accessible, Verify that the instance name is correct and that SQL Server is configured to allow
remote connections. (provider: SQL Network [nterfaces, error: 26 - Error Locating

Server /Instance Specified)

€ Intemet | Protected Mode: On v HmU0% v "

@ Done

Using Alternative Credentials

Internet Explorer contains an advanced setting to always prompt users for credentials even if
the user is logged into the machine using a domain account. To disable the prompt for domain
users, disable Always Prompt in the advanced settings. Domain users will not be required to
enter credentials when logging into the Reporting Web site.

It may be the case that a different user must log onto the Reporting Web site from a machine
where a domain user has logged in. Enable the Always Prompt property so that the user can
enter the appropriate credentials.

Windows Authentication Double-Hop Problem (lIS 7)

A double hop problem can exist when the SQL server is located on a different machine than the
web server. If a user logs onto the web server using Windows authentication, the credentials
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are not passed to the SQL server and thus it appears that the user is trying to log on using
anonymous credentials. Instead of the Windows credentials being passed automatically to the
server, users are prompted to enter their credentials and then warned that an insecure
mechanism is used to pass the credentials.

Refer to the section, Configuring IIS 6 to Resolve Double Hop, to resolve double hop issues
when using IIS 6.

The following sections describe how to troubleshoot to determine if a double-hop problem
exists and how to work around the problem when using IS 7.

Troubleshooting the Double-Hop Problem

Use the following method to determine if a double-hop problem may be causing authentication
issues.

Quick Test

To quickly determine whether this is a permissions issue, follow these steps:

« Set the ASPX page security mechanism to use Basic only.
« Use aclient to browse to the ASPX page, and then provide domain credentials when
prompted.

If this works, you can conclude that the double-hop issue is probably the problem.

Workaround #1

Use basic authentication between the browser and lIS. To do this, Windows Authentication
must be disabled and Basic Authentication must be enabled on the IIS server

&)  Authentication

Group by: Mo Grouping =

_iame = | seatus | Responss Type
Ancnymous Authentication Disabled
5P HET Irnperconation Erishiled
¥ HTTF 401 Chesllesmges
Formee Authentication Dissbled HTTP 302 Login/Redirect
Windawis Authentication Dissbled HTTP 401 Challerge
Workaround #2

Disable ASP.NET impersonation and set the AppPool identity to an account that is known to
have access to the SQL database:
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HTTP 401 Chalangs
Forms Authentication Disabled HTTP 302 LognjRedrect
Wirsdows Authankication Ensbled HTTP 401 Cl'mlmqe

It is also required to disable impersonation in the web.config file by modifying the identity tag
as shown here: <identity impersonate="false" />

The following screenshot is an example of an Application Pool that has access to a remote SQL

server database.

Advanced Settings HE
B {General) -
JMET Framework Version w20
Enabdz 32-Bit &pplications True
Managed Pipelne Mods Integrated
Mame Diefailt AppPool
Cusue Length 1000
Skart fwkornaticalhy True
B cru
Limnit 1]
Limnit Action Nowction
Lirnit Incerval {mirutes) 5
Processar Affinity Ensbled False o
Fracessor Affinity Mask 4224967255
B Process Model
Idantity netaphor'test _I
Tdle Time-out {minubes) 20
Load User Prafile False
IMzedrum ‘Worker Processes 1
Pirg Enabled True
Ping Maximum Resporse Time (secanc 90
Pirg Perind (z2conds) 30
Shutdown Tine Lirit {seconds) ag
Shartun Time Limi fsaeandst an ll
Identity
[identity Type, username, password] Confiqures Hee application pood ko run as
built-in account, |.e. Metwerk Service (recommended), Local System, Local Service,
or a5 a spedfic user identity.

QK Cancel |

4
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