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Security Overview

SiteAudit Compact is a MPS application for remotely collecting local and networked printer data.
It provides a secure and easy way to collect counts, supplies, asset and other information
without installation. Itis IT friendly. Some of the key security points are listed below.

e Hosted Compact server at Partner or Netaphor is certified with a VeriSign® SSL Certificate

e Compact server is authenticated by a valid certificate; it is not self certifying (less secure)

e SiteAudit connection to customer is over secure HTTP/SSL (HTTPS)

e All Data collected is transported over HTTPS (same security level as credit card transaction.)

e Datais hosted behind Partner or Netaphor firewall, and access is protected with encrypted
password

e External access to data is only accessible via the Reports web site

e Reports web site access is protected via firewall and encrypted passwords

Compact Operations

To run Compact the first visit the Compact web site and download the application.

Go to the Compact web site, URL depends on region of the world, ask support@netaphor.com
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Netaphor SiteAudit™ Compact
Version: 4.4.0.3

Prerequisites:

+ Microsoft Windows Installer 2.1

» Microsoft .NET Framework 3.5 SP1

» If running under Microsoft Windows Vista, or a similarly stringent
Windows operating system, you MUST run this browser with
administrator privileges
Read and accept Netaphor's terms and conditions for using this
product

Once the above prerequisites have been met, you can launch the
application by clicking the Run button below.

Otherwise, fulfill the prerequisites and return to this page. For installing

any missing software components, please visit Microsoft's MSDN Web
site.

I have read and accept Netaphor's terms and conditions for
using this product

Read and agreement to licensing information then check box and Select Run.
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The server at the hosted site is contacted and begins the process.

Launching Application 1[

# <

Verifying application requirements. This may take a few moments.

Compact application cannot run until Credentials are verified and server is authenticated with a
signed certificate.

P "

3:! Connect to a hosted database service

=| Enter the name of the company, the customer database, and the URL of the hosted
database service. You must also enter a valid user name and authentication information.

Server

Company: Metaphor

Customer: Customer¥

LIRL: https: ffsiteauditeu. netaphor. com| — Connection is Secure HTTPS
Authentication

User: Europe

Password: sEsEsEERES |<— Encrypted Password

[ Ok, J [ Cancel

Credentials are provided by Netaphor prior to beginning a Compact deployment.

Verifying Customer
Customer: CustomerX
User: Europe
Password: XXXXXX

Prerequisite Note:

1) If running on Vista/Windows 7/2008 Server with UAC run the browser elevated (admin)
2) Client should have .NET3.5 installed, also to use .NET security
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SiteAudit Compact Application

& Netaphor SiteAudit™ Compact
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Networks | Devices | Host Credentias | SNMP Parameters |

Select the networks to be scanned. You may choose
to scan all or some networks that are automatically
discovered, supplement this list, or provide your own
list.

I Discover networks automatically
Networks to be scanned, in order:
Scan_| Network Address Network Mask

x|
Network address:
Network mask: 0.0.0.0
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Enter or import Discovery
Configuration
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Once data collection begins Netstat can verify Port Connection shows SiteAudit Compact is using
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